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Operating System Services

Operating systems provide an environment for executing
programs and offer services to both users and programs
.1.Services Helpful to the User

User Interface (Ul):

Most operating systems provide a user interface that allows
users to interact with the system. It may be a Command-Line
Interface (CLI), Graphical User Interface (GUI), or Batch
Processing, which runs a series of programs automatically
without human interaction.

Program Execution:

The operating system loads programs into memory, runs them,

and terminates their execution either normally or due to an error.

I/0 Operations:

Running programs may require input/output operations involving

files or 1/0 devices.

File-System Manipulation:

Programs can create, delete, read, write, and search files and
directories, as well as manage file information and permissions.
Communications:

Processes can exchange information within the same computer
or across networks using shared memory or message passing.
Error Detection:

The operating system detects errors that may occur in the CPU,
memory, I/O devices, or user programs and takes appropriate
actions to maintain correct system operation.

2.Services for Efficient System Operation

Resource Allocation:

The operating system allocates resources such as CPU time,
memory, file storage, and I/0 devices among multiple users or
programs running at the same time.

Accounting:

The system keeps track of how much and what types of
computer resources are used by each user.

Protection and Security:

Protection ensures controlled access to system resources to
prevent interference between processes. Security protects the
system from unauthorized access through user authentication
and safeguards against invalid access attempts.

A View of Operating System Services

user and other system programs
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User Operating System Interface — Command

Line Interface

Command Line Interface:

The Command Line Interface allows users to enter
commands directly. It may be implemented in the
kernel or by a system program. Sometimes there are

multiple versions called shells. Its main function is to

fetch a command from the user and execute it. Some
commands are built-in, while others are simply
program names, allowing new features to be added
without modifying the shell.

Graphical User Interface:

This interface usually uses a mouse, keyboard, and
monitor. Icons represent files, programs, and actions.
Different mouse clicks on interface objects can
perform actions such as displaying information,
showing options, executing functions, or opening a
directory (folder). This interface was invented at
Xerox PARC.

Using Both Interfaces:
Many systems now include both CLI and GUI. For
example, Microsoft Windows mainly uses a GUI but

also provides a command shell. Apple Mac OS X has

the Aqua GUI with a UNIX kernel and available
shells. Solaris mainly uses CLI with optional GUI
interfaces.

Bourne Shell Command Interpreter

& Terminal

Eile
|Fdo
sd0

sd1

12:
(roo
(v
4:

|User
root

[n/d
root
root

| (root@pbg-nv64-ve) - (14/pts)-(16:07 02-Iul1-2007)-(global)

Edit View Terminal Tabs Help
0.0 0.0 00 00 00 00 00 0 0
0.2 0.0 02 00 0.0 04 0 0
0.0 0.0 0.0 00 0.0 0.0 0 0
extended device statistics
s w/s kr/s  kw/s wait actv svc_t % %
0 0.0 0.0 0.0 0.0 00 00 0
6 0.0 38.4 0.0 0.0 82 0
0 0.0 0.0 0.0 0.0 0.0 0
nv64-vm) -(11/pts)-(00:53 15-Jun-2007)-(global
ysten-contents/scripts)# swap -sh
allocated + 190M reserved = 1.3G used, 1.6G available
5-Jun-2007)-(global)
scripts)# uptime
53an up 9 min(s), , Toad average: 33.29, 67.68, 36.81
t@pbg-nv64-vm) - (13/pts)-(00:53 15-Jun-2007)-(global)
ar/tnp/sy ripts)# w
07pn up 17 day(s), 15:24, 3 users, Tload average: 0.09, 0.11, 8.66
Tty Togin@ idle ICPU PCPU what
console 15Jun0718days 1 /usr/bin/ssh-agent -- /usr/b

0.0
0.0

tem-content

pts/3 15Jun07 18 4w
pts/4 15Jun0718days w

ontents/scripts)# |
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The Mac OS X GUI

System Calls

AUl Cilele il
System calls provide the programming interface to the services offered by
the operating system. They are typically written in high-level languages alasinly o Ulle | Juandll Ui Lo ji gy Sl Ciloaall e al) dga) 5 pllaal) clele sind Jics
such as C or C++. Programs usually access these services through an 0o laxall dn ) el pl dusiBale s Gy (onn 5 (onn i 5 stsall Al Ay i

Application Programming Interface (API) rather than calling system
calls directly.

The most common APIs are:

. Win32 API for Windows sty oL 32 332k Agals
. POSIX API for POSIX-based systems such as UNIX, Linux, Ay Sl g (S S o0 )53 e Bacinal) AadaiSl (a5 33 gl s
and macOS

Ll yi8Y) lila AL Lalal) Bla dgaly
. Java API for the Java Virtual Machine (JVM)

Why APIs are used instead of direct system calls:

1. System calls differ between platforms, v_vhile APIs provide a 503 Sy Ao Sl 5 L i) o it oLl e i
stable interface that makes software easier to move across AN (s el ) B g
systems.

o3 ae 2] dava il Agal s Cuaatsale o (Uil Cilsle N Gypaad e

2. When operating systems update system calls, APIs are usually il
updated to support these improvements.

5 ilae plaill eleinl (e 5ald ST il 5 Aaayall gl 5 s Glle
3. APIs often provide more useful functionality than direct system } ,
calls Dyl Jia) g Judill aUas e Gl laa) 3ie aed el Agal o) (Say
, Ll L Canlidll
4. APIs can support multiple operating system versions and choose

the appropriate one during execution.
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Example of System Calls

source file | | destination fie

Example System Call Sequence
Acquire input file name
Write prompt to screen
Accept input
Acquire output file name
Write prompt to screen
Accept input
Open the input file
if file doesn't exist, abort
Create output file
it file exists, abort

Loop
Read from input file
Wiite to output file
Until read fails
Close output file
Write completion message to screen
Terminate nomally

Example of Standard API

Consider the ReadFile() function in the
Win32 APl—a function for reading from a file

return vaiue

file,
k Read, | parameters

ReadFile() Parameters
HANDLE file: The file to read.

LPVOID buffer: Memory buffer where data will be stored.

DWORD bytesToRead: Number of bytes to read into the
buffer.

LPDWORD bytesRead: Number of bytes actually read.
LPOVERLAPPED ovl: Indicates whether overlapped
(asynchronous) I/0 is used.

System Call Implementation

Each system call is usually associated with a unique
number, maintained in a system-call table.

The system-call interface invokes the corresponding
system call in the OS kernel and returns its status and
any results.

The programmer does not need to know the internal
implementation, only the APl and expected OS behavior.
Most OS interface details are hidden by the API,
managed via runtime support libraries provided with the
compiler.
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API - System Call — OS Relationship

e o

= user application )

AN
T
open (} ( >
user

mode

system call interface ‘

kernel
mode
. open ()

Implementation
of open ()
system call

return

Standard C Library Example

#include <stdio.h>
int main ()

printf ("Greetings");

return 0;

standard C library
emel

node
write ()

write () )
system call y,

System Call Parameter Passing

System calls often require more information than just the call’s identity. The
type and amount of information depend on the operating system and the
specific call.

Three common methods to pass parameters to the OS:
1. Registers: Parameters are passed directly in CPU registers.

° Limitation: sometimes there are more parameters than
available registers.

2. Memory Block/Table: Parameters are stored in a memory block,
and the block’s address is passed in a register.

° Used by systems like Linux and Solaris.
3. Stack: Parameters are pushed onto the program stack and popped
by the OS.
. Using memory blocks or the stack allows passing any number or

length of parameters without limitation.
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Parameter Passing via Table

X
register
X: parameters
for call — .
use parameters code for
load address X — from table X system
system call 13 — ) call13

user program

operating system

Types of System Calls

Process control

end, abort

load, execute

create process, terminate process

get process attributes, set process attributes
wait for time

wait event, signal event

allocate and free memory

File management

create file, delete file

open, close file

read, write, reposition

get and set file attributes

Device management

request device, release device

read, write, reposition

get device attributes, set device attributes
logically attach or detach devices
Information maintenance

get time or date, set time or date

get system data, set system data

get and set process, file, or device attributes
Communications

create, delete communication connection
send, receive messages

transfer status information

attach and detach remote devices
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Examples of Windows and Unix System Calls

Process
Control

File
Manipulation

Device
Manipulation

Information
Maintenance

Communication

Protection

System Programs

Windows

CreateProcess()
ExitProcess()
WaitForSingleObject()

CreateFile()
ReadFile()
WriteFile()
CloseHandle()

SetConsoleMode ()
ReadConsole ()
WriteConsole()

GetCurrentProcessID()
SetTimer()
Sleep()

CreatePipe()
CreateFileMapping()
MapViewOfFile()

SetFileSecurity()
InitlializeSecurityDescriptor()
SetSecurityDescriptorGroup()

Unix

fork()
exit()
wait()

open()
read()
write()
close()

ioctl()
read()
write()

getpid()
alarm()
sleep()

pipe()
shmget ()
mmap()

chmod ()
umask()
chown()

System programs provide a convenient environment for program
development and execution. They include:

. File Manipulation: create, delete, copy, rename, print, dump,
list files and directories.

. Status Information: show system info (date, time, memory,
disk space, users) and performance/debugging data; may use
a system registry.

. File Modification: text editors, search and transform file
contents.
. Programming Language Support: compilers, assemblers,

debuggers, interpreters.

. Program Loading and Execution: loaders, linkage editors,

overlay loaders, debugging systems.

. Communications: create connections between processes/
users/systems, send messages, browse web, email, remote
login, file transfer.

. Application Programs: interface for user-level applications.

Most users interact with the operating system through system

programs, not directly through system calls.
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Operating System Design and Implementation

Designing and implementing an OS is not fully “solvable,” but certain approaches
are effective.

. Internal structure varies widely between systems.
. Start by defining goals and specifications, influenced by hardware and
system type.
. Goals:
° User goals: convenient, easy to learn, reliable, safe, fast.
° System goals: easy to design, implement, maintain; flexible,

reliable, error-free, efficient.

. Key principle: separate policy (what to do) from mechanism (how to do
it) to allow flexibility in changing policies later.

Simple Structure Example:

. MS-DOS: designed to provide maximum functionality in minimal space.
° Not modular; interfaces and levels of functionality are not well
separated.

MS-DOS Layer Structure

application program b

resident system program

MS-DOS device drivers|

ROM BIOS device drivers

I<.

Layered Approach —

The OS is divided into multiple layers, each built on top of the lower ones.
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Traditional UNIX System Structure

(the users)

shells and commands
compilers and interpreters
system libraries

system-call interface to the kernel

signals terminal file system CPU scheduling
handling swapping block /O page replacement
character I/O system system demand paging

terminal drivers disk and tape drivers virtual memory

kernel interface to the hardware

terminal controllers device controllers memory controllers
terminals disks and tapes physical memory

UNIX — limited by hardware functionality, the original UNIX

operating

system had limited structuring. The UNIX OS consists of two

separable parts
Systems programs
The kernel

Consists of everything below the system-call interface and

above the physical hardware
Provides the file system, CPU scheduling, memory

management, and other operating-system functions; a large

number of functions for one level

Layered Operating System

user interface.

~ layert

[/ ayero \
[ hadware |

Microkernel System Structure

Moves as much from the kernel into “user” space

Communication takes place between user modules using message

passing

Benefits:

Easier to extend a microkernel

Easier to port the operating system to new architectures
More reliable (less code is running in kernel mode)

More secure

Detriments (drawbacks):

Performance overhead of user space to kernel space
communication
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Mac OS X Structure

application environments
and common services

kernel e
environment
Mach
Modules

Modern OS kernels use modules.

Components communicate via known interfaces.
Modules can be loaded as needed within the kernel.

Similar to layered structure but more flexible.

Solaris Modular Approach
scheduling
device and classes
bus drivers

core Solaris
miscellaneous
modules

kernel
STREAMS executable
modules formats

loadable
system calls

Virtual Machines

A virtual machine extends the layered approach fully.

Treats hardware and OS Kkernel as hardware.

Provides an interface identical to the underlying hardware.

The host OS creates the illusion that each process has its own processor and virtual memory.

Each guest OS or process gets a virtual copy of the underlying computer.

Follows an object-oriented approach: each core component is separate.

Al Ryl ) 143803 Wl e JSI 0 ot 5 (3l il Qi) i

Sl Aadasl A claagl)

@han g daall Juaill dalasl alaes 03355 (Modules) 3153 A,
s sl (30 IS e 30 Al Al (Sl i,

Bania 48 2 clgaly e oSl Jool 555

31l Jah dalal) uaa cilas gl Jaand Say,

igse s (81, Gl el e

Apa) 8y Y
Al 4l ) Gl gedl) 340 Al yiby) A1Y)
Jilie LS S ) LS pUal) 31 gig aliad) s

) iall Aillaa dgal 5 i

o 5 sl (g Aidal ) Al e Conn S Juany

. -:
UBGHA
—




5 . 4
UBGHA
e

CSS222 - Summary

Virtual Machines — History and Benefit

. First commercial use: IBM mainframes, 1972.

a8 N il ghg

JABMe 1972 48yl Aidkanl) cupead sl 13591 5ol plasiaa)

Multiple execution environments (different OSs) can share the same hardware.
Isolation: virtual machines are protected from each other.

Controlled file sharing is possible.

Can communicate with each other and other physical systems via networking.

Useful for development and testing.

Consolidation: combine many low-resource systems into fewer, busier machines.

Open Virtual Machine Format (OVMF): standard format allowing a VM to run on

multiple host platforms.

i) gl A i (Rdliae (st Aadadl) Ao iy 3a] (S
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Virtual Machines

processes

processes

L

processes processes

VMware Architecture

application

hardware

4 v v v
programming =
emel kernel kernel
£ 4~ interface
ke:nel VM1 VM2 VM3
virtual-machine
a implementation
ardware

guest operating guest operating
system system
(free BSD) (Windows NT)
virtual CPU virtual CPU
virtual memory virtual memory
virtual devices virtual devices

guest operating
system

(Windows XP)

virtual CPU

virtual memory
virtual devices

virtualization layer

|

host operating system

(a) (b)
(a) Nonvirtual machine (b) virtual machine

The Java Virtual Machine

-+ class loader |&-t--

host system
(Windows, Linux, etc.)

hardware

[ memory | [ /0 devices |
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Operating-System Debugging and Booting

Debugging:
. Finding and fixing errors (bugs) in the system.
. Log files: OS generates logs with error information.
. Core dump: captures memory of a failed application.
. Crash dump: captures kernel memory on OS failure.
. Performance tuning: optimizes system performance

beyond fixing crashes.

. Kernighan’s Law: “Debugging is twice as hard as writing
the code.”

. Tools like DTrace (Solaris, FreeBSD, Mac OS X) allow
live monitoring, capturing state data when code executes.

Operating System Generation:

D OS designed for a class of machines; must be configured
for each specific computer.

. SYSGEN: program to obtain hardware configuration info.
. Booting: starting a computer by loading the kernel.

. Bootstrap program: stored in ROM, locates and loads the
kernel into memory, starts execution.

System Boot:

. OS must be available to hardware to start.

. Bootstrap loader: small code to locate kernel, load it, and
start it.

. Sometimes a two-step process: boot block loads bootstrap
loader.

. Execution starts at a fixed memory location using

firmware to hold initial boot code.
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