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Part 1: Background 

Programs (processes) can run concurrently and can be interrupted at any moment, partially 
completing their execution. When these processes share data, this overlapping access can 
result in data inconsistency. 

To explain this, your slides use a Producer-Consumer example where a Producer creates items 
and increases a shared counter, while a Consumer uses items and decreases that same 
counter. 

The trap lies at the hardware level. Writing counter++ or counter-- looks like a single, 
simple step in your code, but the CPU actually breaks it down into three separate instructions: 
reading the variable into a register, changing the value, and saving it back. 

Here is the exact step-by-step visualization of the race condition if the counter starts at 5: 

●​ The Producer executes its first two steps: it reads the 5 into its temporary register and 
adds 1, making its register equal to 6. 

●​ Suddenly, the Producer gets interrupted by the system before it can save the result. 
●​ The Consumer begins and executes its first two steps: it reads the original 5 into its own 

temporary register and subtracts 1, making its register equal to 4. 
●​ The Producer resumes and saves its register value (6) to the main counter. 
●​ The Consumer then saves its register value (4) to the main counter. 

The final answer ends up being 4, even though one item was added and one was removed, 
meaning the correct answer should still be 5. Your slides visualize this lack of coordination as 
two cars crashing at a busy intersection or two trains colliding on overlapping tracks. 

 
Part 2: The Critical-Section Problem 

To stop race conditions from corrupting data, operating systems define a specific segment of 
code called the "Critical Section". This is the exact place in the code where a process changes 
shared data, updates tables, or writes to files. 

It is called the "Critical Section problem" because the "critical section" itself is simply the 
segment of code where a program changes shared variables, updates a table, or writes to a file. 
The "problem" is the challenge of designing a safe protocol to ensure that no two programs are 
ever in this restricted code area at the same time. 

To safely manage this traffic, the protocol must be divided into four strict sections: 

1.​ Entry Section: The process requests permission to enter the restricted area. 
(Visualization: Swiping a keycard to unlock a door). 

2.​ Critical Section: The process safely modifies the shared data. 
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3.​ Exit Section: The process signals that it is done and releases the lock. (Visualization: 
Closing the door behind you so the next person can enter). 

4.​ Remainder Section: The rest of the process's normal code continues executing without 
affecting shared data. 

If any solution to this problem is going to work, it must perfectly guarantee three rules. Here is 
what happens if they are violated: 

●​ Rule 1: Mutual Exclusion (Only one process can execute in its critical section at a 
time). 

○​ If violated: Two programs change the data simultaneously, causing a race 
condition. 

○​ Visualization: Imagine two people holding pens, trying to write different words on 
the exact same line of a shared notepad at the exact same time. The result is 
unreadable scribbles. 

●​ Rule 2: Progress (If the critical section is empty, waiting processes cannot be 
postponed indefinitely from entering). 

○​ If violated: The system freezes because it cannot decide who gets to go next. 
○​ Visualization: Imagine a four-way traffic stop. The intersection is completely 

empty, but all four cars are politely waiting for someone else to go first. Nobody 
ever moves. This is called a "deadlock." 

●​ Rule 3: Bounded Waiting (There must be a limit on how many times other processes 
can "cut the line" while another process is waiting). 

○​ If violated: A process gets bypassed and waits forever. 
○​ Visualization: Imagine waiting in line at a bakery. You are next, but the baker 

keeps letting their friends walk in and order before you. If friends keep arriving, 
you will wait indefinitely. This is called "starvation." 

Now, Rule 1 seems inherently obvious to make while the other two not so much. The confusion 
comes from thinking these rules describe how the programs choose to act. Instead, these rules 
describe different traps that a badly designed system might fall into. 

Here is why bypassing in Rule 3 happens and who decides: The Operating System (OS) 
scheduler is the boss that decides who gets to go next. Sometimes, the OS allows a fast or 
high-priority process (like a critical system update) to "cut the line" ahead of a slow, low-priority 
process (like a background file download) to keep your computer running efficiently. 

●​ Rule 3 (Bounded Waiting) exists to control this OS behavior. It states that the OS can 
allow line-cutting, but there must be a strict limit on the number of times it happens. 
Without this rule, the high-priority processes would keep cutting, and the low-priority 
process would wait forever (starvation). And we don’t want that to happen. 

●​ Rule 2 (Progress) deals with a completely different trap. It ensures that if the critical 
section is currently empty, then the system's code doesn't just freeze up due to failing to 
select the next process. 
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Rule 2 might seem like an OS issue, but a violation of Rule 2 (Progress) usually happens 
because of a flaw in the programmer's code when designing the lock, not a broken OS. 

When processes want to enter the critical section, they often use shared variables—like digital 
flags—to coordinate. If the coordination algorithm is poorly written, two processes might both 
raise their "I want to go" flags at the exact same millisecond. If the code simply dictates, "wait if 
the other process's flag is raised," both processes will stand there forever waiting for the other to 
lower their flag. 

So even though the critical section is completely empty, they are permanently deadlocked. Rule 
2 exists as a requirement to ensure programmers design their algorithms with built-in 
tie-breakers so the system never freezes in this way. Rule 2 prevents the system from freezing 
when the room is empty, and Rule 3 prevents the OS from ignoring a low-priority process 
forever. 

 
Part 3: Solutions 

This section covers early attempts to solve the critical section problem using software, and how 
systems solve it today using hardware. 

- - A Software Fix: 

Peterson's Solution is a classic algorithm designed to help exactly two programs safely take 
turns entering their critical sections,. 

●​ How it works: It uses two shared variables to manage traffic: an integer called turn 
(indicating whose turn it is) and a boolean array called flag (indicating if a program is 
ready to enter). 

●​ The logic: When Process 0 wants to enter, it raises its flag to true, but politely sets the 
turn variable to Process 1. It then waits until Process 1 either lowers its flag or its turn 
is over. 

●​ The result: This algorithm successfully satisfies all three required rules: Mutual 
Exclusion, Progress, and Bounded Waiting. However, it has two major downsides: it is 
strictly limited to only two processes, and it is not guaranteed to work properly on 
modern computer architectures. 

Peterson's Solution: Step-by-Step Visualization 

Imagine Process 0 (P0) and Process 1 (P1) are two people trying to use a single fitting room. 
P0 uses the code: while (flag && turn == 1) ; to decide if it must wait. 

Here are the three scenarios for P0: 

 

3 



note 4 

Scenario 1: One condition is false (P1 does not want to enter) 

●​ What happens: P0 raises its flag (flag = true) and politely gives the turn to P1 
(turn = 1). However, P1 is busy shopping and its flag is down (flag = false). 

●​ The Result: The loop sees false && true, which equals false. P0 breaks past the 
loop and enters the critical section immediately. 

Scenario 2: One condition is false (It is P0's turn) 

●​ What happens: Both people arrive at the exact same time and raise their flags (flag = 
true, flag = true). They both politely offer the turn to the other. Let's say P1 was a 
millisecond slower, so P1's code sets turn = 0 last. 

●​ The Result: P0's loop checks if it is P1's turn. It sees true && false (because turn 
is 0, not 1). P0 safely enters the critical section. 

Scenario 3: Both conditions are true (P1 wants to enter AND it is P1's turn) 

●​ What happens: Both flags are raised, but P0 was the last one to politely say "you go 
first" (turn = 1). 

●​ The Result: P0's loop sees true && true. P0 is trapped in the while loop (spinning 
in place) and must wait while P1 goes inside. 

How this guarantees the 3 Rules: 

1.​ Mutual Exclusion: Look at Scenario 3. Because turn can only hold one number at a 
time (either 0 or 1), it acts as a perfect tie-breaker. Both processes can never evaluate 
the loop as false at the exact same time when both flags are raised. 

2.​ Progress: Look at Scenario 1. If the room is empty and P1 doesn't want to enter, P0 is 
not blocked. The system doesn't freeze. 

3.​ Bounded Waiting: When P1 finishes in the room, its very next step is to lower its flag 
(flag = false). The millisecond this happens, P0's loop breaks and P0 enters. P1 
cannot "cut the line" and go back in, because it would have to set turn = 0 again, 
forcing itself to wait. 

- - A Hardware Fix: 

Because software algorithms like Peterson's have limitations, modern systems rely on special 
hardware features to build locks 

1. Disabling Interrupts (Hardware) 

Disabling interrupts is a technique where a process instructs the CPU to disregard all external 
signals before entering a critical section. This guarantees that the critical section executes 
without interruption or preemption. Interrupts are re-enabled upon exiting the critical section. 
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However, this method presents a significant issue in multiprocessor systems, known as The 
Multiprocessor Problem. To disable interrupts in this environment, the operating system would 
have to broadcast a message to every other processor, commanding them to pause. This 
process is highly inefficient and contradicts the core benefit of utilizing multiple processors 
concurrently. So, while originally designed for single-processor systems, this technique does not 
scale effectively on modern computers. 

2. Atomic Instructions (Modern Hardware) 

Because these hardware actions cannot be paused or split into smaller steps, race conditions 
are completely eliminated. Modern computer systems address the issue of race conditions by 
employing special, non-interruptible hardware instructions such as test_and_set() and 
compare_and_swap(). The core principle is atomicity: the operation is completed in one 
single, indivisible hardware step, preventing any other process from interrupting and causing a 
race condition. 

Both test_and_set() and compare_and_swap() are atomic instructions used to 
manage shared memory locks, but they differ in how they operate: 

●​ test_and_set(): This instruction immediately sets a shared lock variable to "true" 
(locked) and returns the variable's previous value. If the returned value was "false" 
(unlocked), the process successfully acquired the lock. 

○​ Analogy: Locking a public bathroom door without checking its current state first; 
you only learn if it was already occupied by the value returned. 

●​ compare_and_swap(): This instruction is more precise, requiring three inputs: the 
memory variable, an "expected" value, and a "new" value. It only updates the variable to 
the new value if the current value exactly matches the expected value. It then returns the 
original value so the process can confirm whether the swap was successful. 

○​ Analogy: Only turning a key to lock a deadbolt (the new value) if you visually 
confirm the deadbolt is in the exact unlocked position you expect (the expected 
value). 

Because compare_and_swap() allows specifying the required pre-change state, it provides a 
foundation for creating more complex and flexible locking mechanisms than test_and_set(). 
Since these hardware actions cannot be paused or split, they completely eliminate race 
conditions. 
 
Part 4: Advanced Tools 

Since you already understand how those hardware while loops act as gatekeepers, this part is 
just seeing how they are packaged. Operating system designers built software tools to hide the 
complicated hardware code(atomic instructions) so everyday programmers don't have to write it 
themselves. 
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Here are the two main tools: 

1. Mutex Locks A Mutex (short for Mutual Exclusion) is the simplest software lock. Instead of 
writing out the hardware instructions, a programmer protects their critical section by simply using 
an acquire() command to enter, and a release() command to exit. 

●​ Underneath the hood, the acquire() function still relies on a boolean variable and a 
while loop to check if the lock is available. 

●​ Because it still uses this while loop, the process gets trapped actively checking the 
lock, which causes "busy waiting". For this reason, this basic lock is often called a 
"spinlock". 

- - You put acquire() right before the critical section to secure the lock, and release() immediately 
after to open it. 

2. Semaphores A Semaphore is a more powerful synchronization tool. Instead of a simple 
true/false boolean, a Semaphore uses an integer variable to control traffic. Programmers use a 
wait() command to enter the critical section and a signal() command to leave. 

●​ Two Types: You can use a "Binary Semaphore" (where the integer is strictly 0 or 1, 
acting exactly like a Mutex lock), or a "Counting Semaphore" (where the integer can be 
any number, allowing you to manage multiple copies of a resource). 

●​ The Big Upgrade (No Busy Waiting): The greatest advantage of an advanced 
Semaphore is that it can completely eliminate the wasted CPU power of busy waiting. 
How? Instead of a spinning loop, the Semaphore attaches a "waiting queue" to the lock. 

●​ If process B calls wait() but the lock is taken by process A that arrived earlier, the OS 
uses a block() command to safely put the process to sleep while adding it to the 
waiting queue. The computer's CPU is now free to go do other useful tasks instead of 
watching Process B spin in place like in a Mutex. 

●​ When the active process finishes and calls signal(), the OS uses a wakeup() 
command to pull the next sleeping process from the queue and put it back in the ready 
state. 

- - You place wait() right before your Critical Section, and signal() right after it. 

Difference between a Binary Semaphore and a Counting Semaphore: 

A Binary Semaphore restricts its integer value to only 0 or 1. Because it only has two states 
(available or unavailable), it functions exactly like a standard Mutex lock. It is used when you 
only have one copy of a resource (like a single shared file or a single critical section) that must 
be protected. 

A Counting Semaphore uses an integer that can range over an unrestricted domain. This 
allows you to manage access to a pool of identical resources, rather than just one. 
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Here is how a counting semaphore works in practice: 

●​ The Setup: If you have 5 identical printers, you initialize the counting semaphore to 5. 
●​ Taking a resource: Each time a process calls wait() to use a printer, the count drops 

by 1. 
●​ Waiting: When the count hits 0, all printers are in use. Any new process that calls 

wait() is added to the semaphore's waiting queue and put to sleep (block()) until a 
printer is released. 

●​ Releasing: When a process finishes, it calls signal(), which increases the count and 
wakes up the next sleeping process in the queue to use the newly available printer. 

 
Part 5: Classic Synchronization Problems 

Computer scientists use famous logic puzzles to test if their Semaphores and locks actually 
work in complex situations. Your slides focus on two main puzzles: 

1. The Readers-Writers Problem 

The Setup: Imagine a shared database. "Readers" only want to look at the data, while "Writers" 
want to modify it.  

The Rule: Any number of readers can look at the data simultaneously. However, if a writer 
wants to edit, it must have exclusive access—no other readers or writers are allowed in the 
database. 

How Semaphores Solve It: Programmers use a counter variable (read_count) and two 
Semaphores (acting as locks) to manage this traffic. 

●​ The Writer: The writer's job is simple. It uses a wait() command to lock the entire 
database, makes its edits, and then uses signal() to unlock it for the next process. 

●​ The Readers: This is where the teamwork happens. 
○​ The very first reader to arrive uses a wait() command to lock the database 

against all writers. 
○​ Subsequent readers just add +1 to the read_count and walk right in to read 

alongside the others. 
○​ When readers finish, they subtract -1 from the count. The very last reader to 

leave the database is responsible for using signal() to unlock it so a waiting 
writer can finally get in. 

The Flaw (Starvation): While this code perfectly protects the data from being corrupted, it has a 
logical flaw called "starvation". If new readers keep continuously arriving, the read_count will 
never drop back down to zero, meaning a waiting writer might be locked out forever. Starvation’s 
solution is aging, which is increasing priority of the process. 
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2. The Dining Philosophers Problem 

The Setup: Imagine five philosophers sitting at a round table. In the center is a bowl of rice, and 
there are exactly five chopsticks placed around the table (one between each person). 

The Rules: Philosophers only do two things: think and eat. To eat the rice, a philosopher must 
pick up two chopsticks (the one on their left, and the one on their right). They pick them up one 
at a time, and when they finish eating, they put both back down to resume thinking. 

How Semaphores Try to Solve It: Programmers treat each of the 5 chopsticks as a 
Semaphore (a lock). 

●​ When a philosopher gets hungry, their code uses a wait() command to grab and lock 
their left chopstick, and then another wait() to lock their right chopstick. 

●​ After eating, they use signal() on both chopsticks to unlock them for their neighbors. 

The Flaw (Deadlock): What happens if all five philosophers get hungry at the exact same 
millisecond? They all reach to their left and successfully grab one chopstick. When they reach to 
their right, that chopstick is already taken by their neighbor. Everyone is trapped holding exactly 
one chopstick, waiting forever for a second one that will never be put down. This complete 
system freeze is called a "Deadlock". 

Advanced coding tools (like "Monitors") can prevent this deadlock, but programmers still have to 
be careful that a slow philosopher doesn't "starve" while fast neighbors continuously grab the 
chopsticks first. 
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